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1
Decision/action requested

This contribution shows how NAS layer security could be used to protect the RLF procedure for NB-IoT UEs that are not using AS security. It is requested that this information is used as part of a response to RAN2.
2
References

[1]
S3-161934 (=R2-167296) LS on Security aspects of RRC Connection Re-Establishment for NB-IoT (DoNAS)
3
Rationale

At the last meeting SA3 received an LS from RAN2 [1] asking about the security aspects of RRC Connection Re-Establishment for NB-IoT (DoNAS). Normally the RLF is procedure is protected using a MAC generated using the AS security context. This is not possible for NB-IOT UEs that are using control plane CIoT EPS optimisation for transferring user data as AS security is not be used. This was discussed by SA3 and it was concluded that there needs to be some authentication that the genuine UE is requesting the re-connection in order to ensure that an attacker does not move a connection for a genuine UE.
As there is no AS security, it is proposed that the NAS security is used to generate the MAC (called the NAS_MAC from here on) used for protecting this procedure. This requires the Source eNB (in the below flow, though if RAN2/3 perfer different flows then it could be Target eNB) to send the NAS_MAC and the other parameter(s) necessary for MME validate the UE. 

It is proposed that uplink NAS COUNT is used to calculate the NAS_MAC as this provides freshness. The MME checking the NAS_MAC treats a successful check as though it receieved a sucessfully protected NAS message in terms of updating its uplink NAS COUNT. In order to keep the message size down, it is proposed that 3-5 bits of the uplik NAS COUNT are sent and the NAS_MAC is 16 bits as in normal RLF cases. The Target Cell ID should be part of the input to the NAS_MAC calculation in order to bind the re-connection request to a particular cell. 
The following figure shows a possible flow for the re-connection procedure. The flow only includes the additional security releted parameters.
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The flow proceeds as follows:

1. UE connectsion to the newtrok and starts sending and receiving user plane data via the MME.

2. UE experience a RLF and aquires a new cell at the Target eNB.

3. UE calculates the NAS_MAC based on the Target Cell-ID and the uplink NAS COUNT that will be used in the next uplink NAS message. The UE sends the Re-establishmentRequest message to the Target eNB and include the least significant bits (LSB) of NAS COUNT and the NAS_MAC. The UE may include other information to assist the target eNB to determine source eNB.
Note 1: In a regular RLF, the target eNB uses the PCI to identify the target cell. This PCI may not be unique and result in several RLF Indications being triggered. It would be preferable if RAN2/RAN3 could add additional information to the Re-establishment Request message to limit the possibility of sending multiple RLF Indications, e.g. some or all of the Cell-ID of the source cell. 
4. The Target eNB request the UE’s context from the Source eNB. The Target eNB includes the LSB of NAS COUNT and the NAS_MAC in the message.

5. The Source eNB recognise the UE based on the usual parameters in an RLF. The Source eNB requests the MME to check the NAS_MAC for it. It include Target Cell-ID, LSB of NAS COUNT and the NAS_MAC in the message.

6. The MME uses the received LSB of NAS COUNT to estimate the full NAS COUNT associated with this NAS_MAC. The MME then checks the NAS_MAC and if this check is successful updates its stored uplink NAS COUNT as though it had receieved a successfully integrity protecte NAS message with the estimated NAS COUNT value. 
7. The MME confirms to the Source eNB that the NAS_MAC checked successfully.

8. The Source eNB sends the UE context to the Target eNB.

9. The RLF procedure completes as normal from here except there the UE and Target eNB do not apply or expect integrity protection on Re-establishmentComplete message respectively.

As noted above, if different flows are desired by RAN2/3 then other message could be used to carry the NAS_MAC and assocciated parameters to the MME for checking. The important issue is that a state change does not happen in the network until the UE is authenticated.
4
Detailed proposal

It is proposed that the above discussion is taken into account when responding to the LS [1].
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